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Title：
Explaining Shell Commands for Learners Using Large Language Models

Abstract：
Malicious shell commands are linchpins to many cyber-attacks, but may not be easy to understand by either novice learners or security analysts due to complicated and often disguised code structures. Advances in large language models (LLMs) have unlocked the possibility of generating understandable explanations for shell commands. However, existing general-purpose LLMs suffer from a lack of expert knowledge and a tendency to hallucinate in the task of shell command explanation. In this talk, we will present a knowledgeable, expressive and portable shell command explainer powered by LLM. We infuse the LLM with professional knowledge to provide comprehensive explanations on shell commands, including not only what the command does (i.e., behavior) but also why the command does it (i.e., purpose). This work may boost further research efforts on leveraging LLM for computer science educations.

